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Abstract. We present a novel, automated way to find differential paths
for MD5. As an application we have shown how, at an approximate
expected cost of 239 calls to the MD5 compression function, for any
two chosen message prefixes P and P’, suffixes S and S’ can be con-
structed such that the concatenated values P||S and P’||S” collide under
MD5. The practical attack potential of this construction of chosen-prefix
collisions is of greater concern than the MD5-collisions that were pub-
lished before. This is illustrated by a pair of MD5-based X.509 certifi-
cates one of which was signed by a commercial Certification Authority
(CA) as a legitimate website certificate, while the other one is a cer-
tificate for a rogue CA that is entirely under our control (cf. http://
www.win.tue.nl/hashclash/rogue-ca/). Other examples, such as MD5-
colliding executables, are presented as well. More details can be found
on http://www.win.tue.nl/hashclash/ChosenPrefixCollisions/.

1 Introduction

In August 2004 at the rump session of the annual Crypto conference in Santa
Barbara, Xiaoyun Wang (cf. [30]) presented a pair of two-block messages that
collide under MD5 using the standard initial value for the chaining variable
(in this paper the chaining variable will be denoted by IHV, for Intermediate
Hash Value). The details of the construction were presented by Wang and Yu
in [33]. It describes a manually found differential path for MD5 and how it allows
computation of a new collision in a few hours of CPU time.

Although Wang’s random looking collision blocks by themselves do not pose
any danger, it was shown in [I4] and [2I] how those original collisions can be
used to mislead integrity checking software. Furthermore, it was immediately
clear that the collision finding method works not just for the standard initial
value, but for any value of the chaining variable. This freedom to choose the
IHV allowed several authors to use the construction for slightly more ulterior
purposes, e.g. by inserting both collision blocks in different Postscript documents
that collide under MD5 (cf. [7]).
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Although none of these developments spoke in favor of continued usage of
MD5, the abuse potential of these types of collisions was limited. Initially, serious
misuse was believed to be prevented by the lack of control over the contents of the
collision blocks. In [I8] it was shown, however, that for any pair of meaningless
data (M, M’) a suffix T can easily be found such that both concatenations
M||T and M'||T are fully meaningful. This allows the following construction.
First, for any meaningful common prefix P, collision blocks (M, M') may be
constructed using Wang’s approach such that P||M and P| M’ collide under
MD5. Even though P||M and P|/M’ can be expected to be partially meaningless,
an appendage T can subsequently be calculated such that both P||M|T and
P||M'||T are fully meaningful. Furthermore, due to the incremental structure
of MD5, they also still collide under MD5. This shows that the argument that
Wang’s MD5-collisions are mostly harmless because of their lack of structure is in
principle invalid. The above construction allowed the realization of two different
X.509 certificates with identical Distinguished Names and identical MD5-based
signatures but different public keys (cf. [I8]). Though undesirable, such pairs of
certificates do not affect anyone’s security.

Threatening abuse scenarios did not emerge due to another, more severe limi-
tation, namely that both documents must have identical IHVs at the point where
the collision blocks are inserted. Because this requirement is most naturally ful-
filled by making the documents identical up to that point, we call such collisions
identical-prefix collisions. In the above example, P would be the identical prefix.

The most important contribution of this paper is the removal of the identical
prefix condition to attain MD5 collisions. We show how any pair of IHVs can be
made to collide under MD5 by appending properly chosen collision blocks. More
precisely, we show how, for any two chosen message prefixes P and P’, suffixes
S and S’ can be constructed such that the concatenated values P||S and P’||S’
collide under MD5. Such collisions will be called chosen-prefix collisions (though
different-prefix collisions would have been appropriate as well). Our construction
is based on a birthdaying technique combined with a novel, automated way to
find differential paths for MD5. It has an approximate expected cost of 239 calls
to the MD5 compression function. In practical terms, this translates to about
a day on a standard quad-core PC per chosen-prefix collision. This is a notable
improvement over 6 months on thousands of PCs as we reported earlier in the
conference version [28] of this paper.

Chosen-prefix collisions have a greater threat potential than identical-prefix
ones. Using the diamond construction from Kelsey and Kohno (cf. [15]) along
with chosen-prefix collisions, any number of documents of one’s choice can be
made to collide after extending them with relatively short and innocuously look-
ing appendages that can easily remain hidden to the unsuspicious reader when
popular document formats (such as PDF, Postscript, or MS Word) are used. We
illustrate this in Section 3] with a Nostradamus attack: 12 different but MD5-
colliding PDF files, each predicting a different winner of the 2008 US Presidential
elections, where the common hash serves as commitment to our prediction of the
outcome. Our prediction was correct.



Similarly, chosen-prefix collisions can be used to mislead, for instance, down-
load integrity verification of code signing schemes, by appending collision blocks
to executables. Details, and how it improves upon previous such constructions,
can be found in Section {4

The killer application of MD5-collisions, however, would target the core of
the Public Key Infrastructure (PKI) and truly undermine its security (cf. Sec-
tion 4.1 of [28]). The most obvious way to realize this would be by constructing
colliding certificates, i.e., certificates for which the to-be-signed parts have the
same cryptographic hash and therefore the same digital signature. This is unde-
sirable, because the signature of one of the to-be-signed parts, as provided by a
Certification Authority (CA), is also a valid signature for the other to-be-signed
part. Thus, this gives rise to a pair of certificates, one of which is legitimate, but
the other one is a rogue certificate.

A truly security undermining construction of colliding certificates however
seemed to be out of reach. As mentioned in the conference version [28] of this
paper, chosen-prefix collisions allow us to construct two X.509 certificates with
different Distinguished Names and different public keys, but identical MD5-based
signatures. This improves upon the construction from [I8] mentioned above, but
is hardly more threatening due to two problems. In the first place, we need full
control over the prefixes of the certificates’ to-be-signed parts, to be able to
calculate the collision blocks. When using a ‘real life’ CA, however, that CA has
final control over the contents of one of the to-be-signed parts: in particular,
it inserts a serial number and a validity period. Furthermore, our construction
as in [28] results in 8192-bit RSA moduli, which is quite a bit longer than the
2048-bit upper bound that is enforced by some CAs.

It was pointed out to us by three of our coauthors on [29] that there are
circumstances where, with sufficiently high probability, the first of these two
problems can be circumvented. Naively, one would expect that a somewhat more
extensive search would suffice to address the remaining problem of reducing the
length of the RSA moduli to a generally acceptable 2048 bits. Substantially more
extensive improvements to all stages of the chosen-prefix construction from [2§]
were required, though. This is a nice illustration of scientific progress being driven
by practical applications. Also, more computational power had to be brought to
bear to deal with the timing restrictions of reliably predicting the CA’s contribu-
tion. Ultimately this led to the rogue CA certificate mentioned in the abstract,
generated in about a day on a cluster of 215 PlayStation 3 game consoles. From
the heartwarming industry reception of our rogue CA construction, which is
further described in Section [4.2] it must be concluded that we finally managed
to present a sufficiently convincing argument to discontinue usage of MD5 for
digital signature applications.

The possibility of chosen-prefix collisions was mentioned already in [9, Sec-
tion 4.2 case 1] and, in the context of SHA-1, in [4] and on http://wuw.iaik.
tugraz.at/content/research/krypto/shal/. This paper is an updated ver-
sion of [28], incorporating the improvements mentioned above and as described
in [27] and [29]. The main improvements are a new family of differential paths,
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a more powerful birthdaying procedure which reduces the overall complexity
from 2% to 239 MD5 compression function calls and introduces flexibility in
the birthdaying complexity to allow for variability in the expected number of
near-collision blocks, a time-memory trade-off, a much improved implementa-
tion exploiting the wide variety of features of a cluster of PlayStation 3 game
consoles, and the new applications mentioned above.

Section[2] gives a high level overview of our method to construct chosen-prefix
collisions. Section [3| presents the method in full detail. The three proof of concept
applications are presented in Section

Another application of our automated differential path finding method is a
speedup of the identical-prefix collision attack by Wang et al. In combination
with the idea of tunnels from Klima [I7] collisions can be found in 22° MD5
compression function calls, see [27]. Source and binary code for this improve-
ment is available on http://www.win.tue.nl/hashclash/). Note that Xie, Liu
and Feng [34] used a different method for identical-prefix collisions, reaching a
complexity of 22! MD5 compression function calls, and that in the meantime
identical-prefix collisions for MD5 can be found in 2!¢ MD5 compression func-
tion calls [29]. This new identical-prefix collision attack is used in Section to
construct very short chosen-prefix collisions with complexity of about 2°32 MD5
compressions, where the collision-causing suffixes are only 596 bits long instead
of several thousands of bits.

2 Chosen-prefix collisions for MD5, overview

Given two arbitrarily chosen messages, we first apply padding to the shorter
of the two, if any, to make their lengths equal. This is unavoidable, because
Merkle-Damgard strengthening, involving the message length, is applied after
the last message block has been compressed by MD5. We impose the additional
requirement that both resulting messages are a specific number of bits (such as
64 or 96) short of a whole number of blocks. In principle this can be avoided, but
it leads to an efficient method that allows relatively easy presentation. All these
requirements can easily be met, also in applications with stringent formatting
restrictions.

Given this message pair, we modify a suggestion by Xiaoyun Wang (private
communication) by finding a pair of k-bit values that, when appended to the last
incomplete message blocks, results in a specific form of difference vector between
the THVs after application of the MD5 compression function to the extended
message pair. Finding the k-bit appendages can be done using a birthdaying
procedure.

The specific form of difference vector between the IHVs that is aimed for
during the birthday search is such that the difference pattern can relatively easily
be removed compared to the more or less random difference pattern one may
expect given two arbitrarily chosen prefixes. Removing the difference pattern is
done by further appending to the messages a sequence of near-collision blocks.
Each pair of near-collision blocks targets a specific subpattern of the remaining


http://www.win.tue.nl/hashclash/

differences. For each such subpattern we use an automated, improved version of
Wang’s original approach to construct a new differential path, as described in
detail in Section [3] below, and subsequently use the differential path to construct
a pair of near-collision blocks. Appending those blocks to the two messages
results in a new difference vector between the new IHVs from which the targeted
subpattern has been eliminated compared to the previous difference vector. The
construction continues as long as differences exist.

How the various steps involved in this construction are carried out and how
their parameters are tuned depends on what needs to be optimized. Extensive
birthdaying can be used to create difference patterns that require a small number
of pairs of near-collision blocks. When combined with a properly chosen large
family of differential paths, a single pair of near-collison blocks suffices to com-
plete the collision right away. However, it may make the actual near-collision
block construction quite challenging, which leads to the intuitively expected
result that finding very short chosen-prefix collision-causing appendages is rela-
tively costly. On the other side of the spectrum, fast birthdaying combined with
a smaller family of differential paths leads to the need for many successive pairs
of near-collision blocks, each of which can quickly be found: if one is willing to
accept long chosen-prefix collision-causing appendages, the overall construction
can be done quite fast. Between the two extremes almost everything can be var-
ied: number of near-collision blocks, their construction time given the differential
path, time to find the full differential path, birthdaying time, birthdaying space
requirements, etc., leading to a very wide variety of ‘optimal’ choices.

The next section contains the details of the various steps in this process, and
how the steps are best glued together depending on the circumstances. Appli-
cation scenarios that impose different restrictions on the chosen-prefix collisions
are then presented in Section [4

3 Chosen-prefix collision construction for MD5, details

In this section we fix some notation in Section and give a description of MD5
in Section[3:2] In Section [3:3]an outline of the chosen-prefix collision construction
is given; this includes a short description of the birthday search referred to in
Section [2 the further details of which can be found in Section Differential
paths are introduced in Section [3.5]and Sections[3.6.1] through [3.6.6] describe how
to construct partial and full differential paths. Collision finding — the search for
actual near-collision blocks that satisfy a given differential path — is treated
in Section [3.7] and an optional differential path preprocessing step to improve
collision finding is presented in Section[3.7.3] Section [3.8|gives some details of our
implementations and the complexity analysis is treated in Section Finally,
we present a practical chosen-prefix collision attack using a single near-collision
block in Section [3.10)



3.1 Preliminaries

MD5 operates on 32-bit words (vsjvsg . ..vg) with v; € {0, 1}, that are identified
with elements v = Z?io v;2% of Z/23%7 and referred to as 32-bit integers. In this
paper we switch freely between these representations.

A binary signed digit representation (BSDR) for a 32-bit word X is defined

as (k;)3L,, where
31

X =2k, kiec{-1,0+1}.
i=0

Many different BSDRs exist for any non-zero X. The weight of a BSDR is
the number of non-zero k;’s. A particularly useful BSDR is the Non-Adjacent
Form (NAF), where no two non-zero k;’s are adjacent. The NAF is not unique
since we work modulo 232 (making k3; = +1 equivalent to k3; = —1), but
uniqueness of the NAF can be enforced by choosing k3; € {0,+1}. Among the
BSDRs of an integer, the NAF has minimal weight (cf. [3]). It can easily be
computed as NAF(n) = (a; — b;)3L, where a;,b; € {0,1} such that 31 a,2" =
n+ 2] mod 232 and Y0 b;2 = | 2] .

Integers are denoted in hexadecimal as, for instance, 1E;g and in binary as
00011110,. For bitstrings X and Y we use the following notation:

— X AY is the bitwise AND of X and Y
— X VY is the bitwise OR of X and Y;
— X @Y is the bitwise XOR of X and Y
— X is the bitwise complement of X;

for X|Y € Z/2%%Z:

— X|i] is the i-th bit of the regular binary representation of X;

— X + Y resp. X — Y is the addition resp. subtraction modulo 232;

— RL(X,n) (resp. RR(X,n)) is the cyclic left (resp. right) rotation of X by n
bit positions:

RL(10100100...000000015, 5) = 100...00000001101005;
and for a 32-digit BSDR X:

— X[i] is the i-th signed bit of X;

— RL(X,n) (resp. RR(X,n)) is the cyclic left (resp. right) rotation of X by n
positions.

— w(X) is the weight of X.

For chosen message prefixes P and P’ we seek suffixes S and S’ such that
the messages P||S and P’||S’ collide under MD5. In this paper any variable
X related to the message P||S or its MD5 calculation, may have a correspond-
ing variable X' related to the message P’||S” or its MD5 calculation. Further-
more, for such a ‘matched’ variable X € Z/2%?Z we define 6X = X’ — X and
AX = (X'[i] — X[i])3L,, which is a BSDR of 6X. For a matched variable Z
that consist of tuples of 32-bit integers, say Z = (z1, 29,...), we define 07 as
(021,0z22,...).



3.2 Description of MD5
3.2.1 MD5 overview
MD5 works as follows, cf. [25]:

1. Padding. Pad the message: first a ‘1’-bit, next the least number of ‘0’ bits
to make the bitlength equal to 448 mod 512, and finally the bitlength of the
original unpadded message as a 64-bit little-endian integer. As a result the
total bitlength of the padded message is 512N for a positive integer N.

2. Partitioning. Partition the padded message into N consecutive 512-bit blocks
My, Ma, ..., My.

3. Processing. To hash a message consisting of N blocks, MD5 goes through
N + 1 states IHV;, for 0 < i < N, called the intermediate hash values. Each
intermediate hash value IHV; consists of four 32-bit words a;, b;, ¢;, d;. For
i = 0 these are fixed public values:

(ag, bo, co, do) = (6745230114, EFCDAB89, 5, 98BADCFE g, 10325476 ).
Fori=1,2,..., N intermediate hash value IHV; is computed using the MD5

compression function described in detail below:
IHVZ = 1\/[1)500111})1'688(IH\/i_17 Mz)

4. Output. The resulting hash value is the last intermediate hash value IHV y,
expressed as the concatenation of the hexadecimal byte strings of the four
words an, by, ¢y, dy, converted back from their little-endian representation.

3.2.2 MD5 compression function

The input for the compression function MD5Compress(IHV, B) consists of an
intermediate hash value IHV = (a,b,¢,d) and a 512-bit message block B. The
compression function consists of 64 steps (numbered 0 to 63), split into four
consecutive rounds of 16 steps each. Each step ¢ uses modular additions, a left
rotation, and a non-linear function f;, and involves an Addition Constant AC,
and a Rotation Constant RCy. These are defined as follows (see also Table
in Appendix [A)):

ACy, = |2°% sin(t+1)|| , 0<t <64,

7,12,17,22) for t =0,4,8,12,
5,9,14,20) for ¢ = 16,20, 24, 28,
4,11,16,23) for t = 32, 36, 40, 44,

(
(RCt, RCpy1, RCyi2, RCyy3) = E
(6,10,15,21) for t = 48,52, 56, 60.

The non-linear function f; depends on the round:

FX,Y,Z)=(XAY)® (X ANZ) for0<t<16,
GX,)Y,2)=(ZANX)®(ZAY) for16 <t < 32,
HX,Y,2)=XaYaZ for 32 <t < 48,
I(X,)Y,Z)=Y & (XVZ) for 48 <t < 64.

[ XY, Z) = (1)



The message block B is partitioned into sixteen consecutive 32-bit words my,
my, ..., mys (with little-endian byte ordering), and expanded to 64 words W,
for 0 <t < 64, of 32 bits each (see also Table in Appendix [A):

mg for 0 <t < 16,
W, = M(145¢) mod 16 for 16 <t < 32,

M(5+43t) mod 16 for 32 <t < 48,

M(7¢) mod 16 for 48 <t < 64.

We follow the description of the MD5 compression function from [I2] because its
‘unrolling’ of the cyclic state facilitates the analysis. For each step ¢ the compres-
sion function algorithm maintains a working register with 4 state words Q¢, Q¢_1,
Q-2 and Q;_3 and calculates a new state word Q¢41. With (Qo, Q-1,Q—2,Q—3) =

(b,e,d,a), for t =0,1,...,63 in succession Q41 is calculated as follows:
Ft = ft(Qta Qt—la Qt—?):
Tt :Ft+Qt—3+ACt+Wt7 (2)
Rt = RL(,I;«, RCt),

Qir1 = Q¢+ Ry

After all steps are computed, the resulting state words are added to the inter-
mediate hash value and returned as output:

MD5Compress(IHV, B) = (a + Qs1, b+ Qs4, ¢+ Qo3, d+ Qp2). 3)

3.3 Outline of the collision construction

A chosen-prefix collision for MD5 is a pair of messages M and M’ that consist
of arbitrarily chosen prefixes P and P’ (not necessarily of the same length),
together with constructed suffixes S and S’, such that M = P||S, M’ = P'||5’,
and MD5(M) = MD5(M"). The suffixes consist of three parts: padding bitstrings
Sy, S7, followed by ‘birthday’ bitstrings Sy, S| both of bitlength 64 + k, where
0 < k < 32 is a parameter, followed by bitstrings S, S, each consisting of a
sequence of near-collision blocks. The padding bitstrings are chosen such that
the bitlengths of P||.S; and P’||S. are both equal to 512n — 64 — k for a positive
integer n. The birthday bitstrings Sy, S}, are determined in such a way that
application of the MD5 compression function to P||S,||Sy, and P’||S}||S}, results
in IHV,, and IHV’,, respectively and in the notation from Section@ for which
6IHV,, has a certain desirable property that is explained below.

The idea is to eliminate the difference dIHV,, in r consecutive steps, for
some 7, by writing Sc = Sc 1 Scz2ll ... [[Sc, and Sg = S¢Sl --- |5, for 7
pairs of near-collision blocks (Sc ;,S; ;) for 1 < j < r. For each pair of near-
collision blocks (Sc,j,S¢ ;) we need to construct a differential path (see Sec-
tion for an informal definition of this term) such that the difference vector
0IHV 4, has lower weight than 6IHV,,1;_1, until after r pairs we have reached
STHV .4, = (0,0,0,0).




Table 3-1. Family of partial differential paths using dmq; = £2p~10 mod 32,

[t 5Q: bR oW ] 5T, [[6R:|RC}]
31 $2;)710 mod 32
32 0
33 0
34 0 0 [P~ 10 mod 32 0 0]16
[35 — 60]] 0 [ 0] 0 0 Jol - ]
61 0 0 :l:2p710 mod 32 :t2p710 mod 32 +27[ 10
62 +2P 0 0 0 0|15
63 +2P 0 0 0 0|21
64 |[+27
+ 21;\/70 s)\2p+21+>\ mod 32

Here so, ..., 84, € {—1,0,+1} and w’ = min(w, 31 — p) for a fixed w > 0.
Interesting values for the parameter w are between 2 and 5.

Fix some j and let S ; consist of 32-bit words m;, for 0 < ¢ < 16. We fix
fifteen of the dm; as 0 and allow only dm;; to be £2P~10mod 32 with as yet
unspecified p with 0 < p < 32 (note the slight abuse of notation, since we define
message block differences without specifying the message blocks themselves).
This was suggested by Xiaoyun Wang because with this type of message differ-
ence the number of bitconditions over the final two and a half rounds can be kept
low, which turns out to be helpful while constructing collisions. For steps ¢t = 34
up to t = 61 the differential path is fully determined by dmi; as illustrated in
Table [3-1] The greater variability for the steps not specified in Table 3-1] does
not need to be fixed at this point. In the last two steps there is a greater degree
of freedom specified by the integer w > 0 that determines which and how many
IHV differences can be eliminated per pair of near-collision blocks. A larger w al-
lows more eliminations by means of additional differential paths. The latter have,
however, a smaller chance to be satisfied because they depend on more (and thus
less likely) carry propagations in AQg2 and AQgs. This effect contributes to the
complexity of finding the near-collision blocks satisfying the differential paths.
Varying w therefore leads to a trade-off between fewer near-collision blocks and
increased complexity to find them.

This entire construction of the pair of near-collision blocks (S ;, 5S¢ ;) will
be done in a fully automated way based on the choice of w and the values of
IHV,, ;1 and IHV], ;1 as specified. It follows from equation and the rows
for t > 61 in Table that a differential path with dmq; = £2P~10 mod 32 ould
add a tuple

W'
4 0’ 9P + Z s}\2p+21+)\ mod 32, 2177 op
A=0

to 0IHV,,4;_1, with notation as in Table This is set forth in more detail
below. A sequence of such tuples is too restrictive to eliminate arbitrary JIHV,,:



although differences in the b component can be handled using a number of near-
collision block pairs, only identical differences can be removed from the ¢ and d
components and the a-component differences are not affected at all. We therefore
make sure that 6IHV,, has the desirable property, as referred to above, that it
can be eliminated using these tuples. This is done in the birthdaying step where
birthday bitstrings Sy, and S| are determined such that éIHV,, = (0, b, dc, dc)
for some 0b and dc. A 6THV,, of this form corresponds to a collision (a,c —d) =
(a’,c' — d') between IHV,, = (a,b,¢,d) and THV], = (a/,V,,d’"). With a search
space of only 64 bits, such a collision can easily be found. Since the number of
near-collision block pairs and the effort required to find them depends in part
on the number of bit differences between §b and dc, it may pay off to lower that
number at the cost of extending the birthday search space. For instance, for any
k with 0 < k < 32, a collision (a,c—d,c—bmod 2¥) = (a’, ¢’ —d', ¢’ —b' mod 2¥)
with a (64 + k)-bit search space results in éc — db = 0 mod 2% and thus, on
average, just (32 — k)/3 bit differences between §b and dc. Determining such Sy,

and S}, can be expected to require on the order of y/2Z264+k = | /7232+(k/2) calls
to the MD5 compression function. More on the birthday search in Section

Fig. 1. Above: §IHVs for the colliding certificates with different Distinguished
Names. Below: 0IHVs for the colliding website certificate and the rogue CA
certificate.

In the conference version [28] of this paper we used only the differential paths
with Qg4 = £2P. This forced us to use the harder to satisfy constraint JIHV,, =
(0,d¢, dc, 6c) with a search space consisting of 96 bits and an expected birthday-
ing cost of \/72*® MD5 compression function calls, which is the same as choosing
k = 32 above. The top part of Figure [I] visualizes the corresponding construc-
tion of near-collision blocks for our colliding certificate example from [28]. The
horizontal lines represent the NAFs of §THV; for i = 0,1,...,21. Because in this
example P||S;||Sp consists of 4 blocks (i.e., n = 4), three identical groups of bit
differences are left at i = 4. As shown in Figure [1| each of these groups consists
of 8 bits. The bits in each group of eight are eliminated simultaneously with the
corresponding bits in the other groups of eight by 8 pairs of near-collision blocks,

10



so that at ¢ = 12 a full collision is reached. The blocks after that are identical
for the two messages, so that the collision is retained.

The lower part of Figure [I] visualizes the improved construction as used for
the example from Section[1.2] In that example P||S,||Sy, consists of 8 blocks (i.e.,
n = 8) and results in a difference vector 6IHV,, of the form (0, b, dc, éc). For
any reasonable w, e.g., w = 2, we then select a sequence of differential paths
from the family given in Table[3-1] to eliminate §THV,,. For this example, 3 pairs
of near-collision blocks sufficed to reach a collision. In the next paragraphs we
show how this can be done for general 6IHV,, of the form (0, 6b, dc, dc).

Let, for any such difference vector, c = >, k;2* and 0b—dc = >, 1;2%, where
(ki)2t, and (1;)3L, are NAFs. If c # 0, let i be such that k; # 0. Using a
differential path from Table with dmqy; = —k; 20710 m0d 32 we can eliminate
the difference k;2° in dc and dd and simultaneously change §b by

i+214w’ mod 32

k24 Y 2

A=i+421 mod 32

where w’ = min(w, 31 — ¢). Here one needs to be careful that each non-zero Iy
is eliminated only once in the case when multiple ¢’s allow the elimination of [}.
Doing this for all non-zero k;’s in the NAF of jc will result in a difference vector
(0,6b,0,0) where 6b may be different from b, and where the weight w(NAF(8b))
may be smaller or larger than w(NAF(6b)). More precisely, 0b = Zi’l:o ealn2?,
where ey = 0 if there exist indices 7 and j with 0 < j < min(w, 31 —¢) such that
k; =+1 and A = 21 4+ ¢+ 7 mod 32 and ey = 1 otherwise.

The bits in 6b can be eliminated as follows. Let ([;)3L, = NAF(8b) and let j be

such that l} = +1 and j — 21 mod 32 is minimal. Then the difference ZZ:J“’/ [;2¢

with w’ = min(w, 31 — (j — 21 mod 32)) can be eliminated from &b using dmy; =
2731 mod 32 which introduces a new difference 2721 ™24 32 ip §b, §c and §d. This
latter difference is eliminated using dmq; = —2973! mod 32 which then leads to a
new difference vector (0,48b,0,0) with w(NAF(6b)) < w(NAF(6b)). The process
is repeated until all differences have been eliminated.

Algorithm summarizes the construction of pairs of near-collision blocks
set forth above. The details of the construction are described in the sections
below.

3.4 Birthday search

A birthday search on a search space V is generally performed as in [22] by it-
erating a properly chosen deterministic function f : V. — V and by assuming
that the points of V' thus visited form a ‘random walk’, also called a trail. After
approximately /7|V|/2 iterations one may expect to have encountered a col-
lision, i.e., different points x and y such that f(xz) = f(y). Because the entire
trail can in practice not be stored and to take advantage of parallelism, differ-
ent pseudo-random walks are generated, of which only the startpoints, lengths,
and endpoints are kept. The endpoints are ‘distinguished points’, points with
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Algorithm 3-1 Construction of pairs of near-collision blocks.

Given n-block P||S:||S, and P’||S;||St, the corresponding resulting IHV,, and THV,,
and a value for w, a pair of bitstrings S, S, is constructed consisting of sequences
of near-collision blocks such that M = P|S||Sp||Sc and M’ = P’||S;||S}||Se satisfy
MD5(M) = MD5(M’). This is done by performing in succession steps 1, 2 and 3
below.

1. Let 7 =0 and let Sc and S; be two bitstrings of length zero.

2. Let 6THV,1; = (0,8b,6c,dc). If 6c = 0 then proceed to step 3. Let (ki)5il, =
NAF(6¢) and (1;)3L, = NAF(6b — dc). Choose any i for which k; # 0 and let
w’ = min(w, 31 — 7). Perform steps (a) through (f):

(a) Increase j by 1.

(b) Let 8Sc,; = (0mo,dma,...,dmis) with dmyy = —k; 2720432 and §m, = 0
for 0 <t < 16 and t # 11.

(c) Given 0IHV 41 = IHV',LH,l —IHV,4;-1 and 6S.,;, construct a few differ-
ential paths based on Table [3-1] with

] i+21+w’ mod 32 ]
0Qe1 =0, 0Qes = —ki2' — Z 152", 6Qe3 = 6Qe2 = —ki2".

A=1421 mod 32

How this is done is described in Sections [3.5] and [3.6]

(d) Find message blocks Sc,; and S; ; = Sc,j + 0S¢ ; that satisfy one of the con-
structed differential paths. How this is done is described in Section [3.7] If
proper message blocks cannot be found, back up to step (c) to find more
differential paths.

(e) Compute IHV,,4; = MD5Compress(IHV,,4;_1,Sc;),

IHV;,;, = MD5Compress(IHV}, ;1,5 ;), and append Sc; and S;; to Sc
and S, respectively.

(f) Repeat step 2

3. Let 6IHV,4; = (0,0b,0,0). If 6b = 0 then terminate. Let (1;)}X, = NAF(6b).

Choose i such that I; # 0 and ¢ — 21 mod 32 is minimal and let w’ = min(w, 31 —

(i — 21 mod 32)). Perform steps (a) through (e) as above with dmy; = 2°~3% med 32

as opposed to dmy; = —k;2° 710 ™4 32 in step (b) and in steps (c) and (d) with

i+w’ mod 32

0Qe1 =0, 6Qps = 9i—21 mod 32 _ Z l}\2>\7 6Qes = 0Qg2 = 9i—21 mod 32
A=i

Perform steps (a) through (e) again with dm; = —2°~31 med 32

in step (b) and
6Qe1 =0, 6Qes = Qg3 = 6Qgp = —2 21 mod 32

in steps (c) and (d). Repeat step 3.
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an easily recognizable bitpattern depending on |V|, available storage and other
characteristics. The average length of a walk is inversely proportional to the
fraction of distinguished points in V. Because intersecting walks share their end-
points, they can easily be detected. The collision point can then be recomputed
given the startpoints and lengths of the two colliding walks. The expected cost
(i.e., number of evaluations of f) to generate the walks is denoted by Ci, and
the expected cost of the recomputation to determine collision points is denoted
by Ccoll~

In our case the search space V' and iteration function f depend on an integer
parameter k € {0,1,2,...,32} as explained in Section The birthday collision
that we try to find, however, needs to satisfy several additional conditions that
cannot be captured by V', f, or k: the prefixes associated with z and y in a
birthday collision f(z) = f(y) must be different, and the required number of
pairs of near-collision blocks may be at most » when allowing differential paths
with parameter w. The probability that a collision satisfies all requirements
depends not only on the choice of » and w, but also on the value for k, and is
denoted by p; k.- As a consequence, on average 1/p, . ., birthday collisions have
to be found.

Table 3-2. Expected birthday costs for k = 0.

k=0 w=0 w=1 w=2 w=3
r p[Ctr M p[CnlM p[Ctr M p[Ctr[M

16 5.9 [35.27| 1IMB || 1.75| 33.2 | 1MB || 1.01 |32.83] 1MB 1. (32.83] 1IMB
15 7.2 135.92| 1MB || 2.39 [33.52] 1MB || 1.06 |32.86| 1MB 1. |32.83| 1MB
14 | 8.71136.68| 1MB || 3.37 (34.01] 1IMB || 1.27 |32.96] 1MB || 1.04 |32.84| 1MB
13 ||10.45|37.55| 1MB || 4.73 [34.69| 1MB || 1.78 |33.22| 1MB || 1.2 |32.93| 1MB
12 1{12.45|38.55| 1MB || 6.53 |35.59| 1MB || 2.78 (33.71| 1MB || 1.66 |33.16] 1MB
11 ||14.72|39.68| 2MB || 8.77 (36.71] 1MB || 4.34 | 34.5 | 1MB || 2.61 |33.63| 1MB
10 ||17.28|40.97| 11MB (|11.47(38.06| 1MB || 6.54 | 35.6 | 1IMB || 4.18 |34.42| 1MB
9 1/20.16| 42.4 | T9MB ||14.62(39.64| 2MB || 9.38 |37.02] 1MB || 6.46 |35.56| 1MB
23.39|44.02|732MB||18.21|41.43| 21MB ||12.88(38.76| 1MB || 9.52 [37.09] 1MB
26.82|45.73| 8GB || 22.2 |43.43|323MB||17.02|40.83| 9MB || 13.4 |39.02] 1MB
31.2 |47.92|161GB||26.73]45.69| 8GB ||21.78|43.22|241MB||18.14| 41.4 | 20MB
35. [49.83| 3TB || 31.2 |47.92|161GB||27.13|45.89| 10GB ||23.74| 44.2 |938MB
34. |49.33] 2TB ||30.19|47.42| 81GB

= Ot Oy 3 oo

The columns p, Cy; and M denote the values of — log, (pr,k,w), logs (Cer (7, k, w)) and the
minimum required memory M such that Ceon(r, k, w, M) < Ci(r, k,w), respectively.
See Appendix @ for more extensive tables. The values for p, i . were estimated from
Algorithm [3-1]

Assuming that M bytes of memory are available and that a single trail re-
quires 28 bytes of storage (namely 96 bits for the start- and endpoint each, and
32 for the length), this leads to the following expressions for the birthday search
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costs:

. 2.5-28- r\!s vy
u |V| ) Ccoll(r, k,w’M) — 5 8 Ct (T k w)

Cir(r, k,w) =
’ ( ) 2pr,k,w pr,k,w N M

)

where |V| = 264tk and the factor 2.5 is explained in Section 3 of [22].

For M = 70/py kw as given in the last column of Table and in the more
extensive tables in Appendix[C] the two costs are equal, and the overall expected
birthday costs becomes 2C;,(r, k, w). However, if the cost at run time of finding
the trails exceeds the expected cost by a factor A, then the cost to determine the
resulting birthday collisions can be expected to increase by a factor A2. Hence,
in practice it is advisable to choose M considerably larger. For ¢ < 1, using
M ="70/(pr.kw-€) bytes of memory will result in Coon = €- Cy, and the expected
overall birthday search cost will be about (1+¢)-Cl,(r, k, w) MD5 compressions.

3.5 Differential paths and bitconditions

In step (e) of Algorithm MD5Compress is applied to the respective inter-
mediate hash values IHV and IHV’ and message blocks B and B’. Here, IHV
and IHV’ were constructed in such a way that §IHV has a specific structure, as
set forth above. Furthermore, the blocks B and B’ were constructed such that
0B has a pre-specified low-weight value (cf. step (b) of Algorithm and such
that throughout the 64 steps of both calls to MD5Compress the propagation of
differences between corresponding variables follows a specific precise description,
as determined in step (c) of Algorithm In this section we describe how this
description, which is called a differential path for MD5Compress, is determined
based on IHV, IHV’ and dB. According to equations ,

0F, = [1(Q1, Q1. Qi—2) — fr(Qr, Qr—1, Qt—2),
0T} =0F; +6Qi—3+ Wy,

§R, = RL(T!,RC:) — RL(T}, RC;), and

0Qir1 =0Qs +0R;.

(4)

It follows that neither § F; nor § R; is uniquely determined given the input differ-
ences (0Q¢, 0Q¢—1,0Q:—2) and dT}, respectively. Therefore a more flexible tool is
required to describe in a succinct way a valid propagation of differences, starting
from THV = (Q_3,Q0,Q_1,Q_2), IHV/ = (Q/_g,Q(),Ql_l,Ql_2) and 0B and,
in our case, resulting in the desired final differences (§Q¢1, dQ¢2, dQ63,Q64) as
defined in Table and as targeted by step (c) of Algorithm

3.5.1 Bitconditions

Differential paths are described using bitconditions q; = (q¢[i])3L, on (Qq, Q}),
where each bitcondition g4[i] specifies a restriction on the bits Q:[i] and Q}[i]
possibly including values of other bits @;[i]. As we will show in this section,
we can specify the values of §Q;, §F; for all ¢ using bitconditions on (Q:, Q}),
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which also determine 67} and 0R; = 0Q+1 — 0@ according to the difference
equations . Thus, a differential path can be seen as a 68 x 32 matrix (q;)%%_,
of bitconditions. In general, the first four rows (q;)?__5 are fully determined by
the values of IHV and IHV’. Furthermore, in our specific case where § B consists
of just dmy; = £27, the final 34 rows (q;)%,, correspond to Table and one
of the choices made in step (c) of Algorithm

Table 3-3. Differential bitconditions

q¢[i]|condition on (Q:[i], Q1 [i])| k:
. Q:[i] = Qild] 0
+ | Qi =0, Q=1 |+1
- | lil=1, Q=0 |-1

5Q¢ = Z?io 2'k; and AQ; = (ki).

Table 3-4. Boolean function bitconditions

q¢ ) condition on (Q:[i], Q}[7]) direct/indirect| direction

Qi = Qili] =0 direct

1 Qi = Qili] =1 direct
: Q1] = Qili] = Qe—1]1] indirect  |backward
v Qi) = Q1li] = Qu41]i] indirect forward
! Q1] = Qili] = Qe—1]i] indirect  |backward
y Q1] = Qili] = Qi41[i] indirect forward
m Q1] = Qili] = Qi—2]i] indirect  |backward
W Q+i] = Qili] = Qi42[i] indirect forward
# Q1] = Qili] = Qi—2]i] indirect  |backward
h Q+li] = Qili] = Qi42[i] indirect forward
? |Qufi] = Qili] A (Qe]i] =1V Qi—2[i] = 0)| indirect |backward
q |Q:i] = Qifi] A (Qit2[i] = 1V Q:[i] =0)| indirect forward

Bitconditions are denoted using symbols such as 0,1,+,-, ..., as defined in
Tables [3-3|and to facilitate the representation of a differential path. A direct
bitcondition ¢.[i] does not involve any other indices than ¢ and 4, whereas an
indirect bitcondition involves one of the row indices t+1 or t+2 as well. Table[3]
lists differential bitconditions q[i], which are direct bitconditions that specify
the value k; = Q}[i] — Q;[i]. A full row of differential bitconditions q; = (k;)3L,
fixes a BSDR of 6Q; = Zf’io 2¢k;. Table lists boolean function bitconditions,
which are direct or indirect. They are used to resolve a possible ambiguity in

AR = fi(Q4li), Qi1 [i], Qi —2li)) — fi(@eli], Quli], Qe—2i]) € {~1,0,+1}

that may be caused by different possible values for Q;[i], Q}[i] given differential
bitconditions q,[i]. As an example, for ¢t = 0 and (q.[¢], qi—1[¢], qe—2[3]) = (., +, )
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(cf. Table there is an ambiguity:

) - ft(ovoa 1) = -1,

if Qili] = Q,[i] = 0 then AF,[i] = f,(0,1,0
(1,1,0) — f:(1,0,1) = +1.

but if Q;[i] = Q}[i] =1 then AF,[i] = fi(1,1,

To resolve this ambiguity the triple of bitconditions (.,+-) can be replaced by
(0,+,~) or (1,+,-) for the two cases given above, respectively.

All boolean function bitconditions include the constant bitcondition Q:[i] =
Q}i], so boolean function bitconditions do not affect §@Q;. Furthermore, the
indirect boolean function bitconditions never involve bitconditions + or -, since
those bitconditions can always be replaced by one of the direct ones ., 0 or 1. For
the indirect bitconditions we distinguish between ‘forward’ and ‘backward’ ones,
because that makes it easier to resolve an ambiguity later on in our step-wise
approach. In a valid (partial) differential path one can easily convert forward
bitconditions into backward bitconditions and vice versa.

When all 6Q; and 0 F; have been determined by bitconditions then also §7T;
and dR; = 0Q¢y+1 — 6@+ can be determined, which together describe the bitwise
rotation of §7; in each step. This does, however, not imply that the left rotate
of T} over RC; positions is equal to d R; or with what probability that happens.
See also Section 3.6.41

The differential paths we constructed for several of our examples can be found
at http://www.win.tue.nl/hashclash/ChosenPrefixCollisions/.

3.6 Differential path construction

The basic idea to construct a differential path is to construct a partial lower
differential path over steps t = 0,1,...,11 and a partial upper differential path
over steps t = 63,62, ...,16, so that the @); involved in the partial paths meet
but do not overlap. Given the two partial paths, we try to connect them over the
remaining 4 steps into one full differential path which hopefully succeeds with
some non-negligible probability. Using many lower and upper differential paths
and trying to connect each combination of a lower and an upper differential
path will eventually result in full differential paths. Constructing the partial
lower path can be done by starting with bitconditions q_3, q—2, q—1, qo that are
equivalent to the values of IHV,IHV’ and then extend this step by step. Similarly
the partial upper path can be constructed by extending the partial paths in
Table [3-1] step by step. In both constructions the transitions between the steps
must be compatible with the targeted message difference §B. To summarize,
step (c) of Algorithm in Section consists of the following substeps:

c.1 Given IHV and IHV’, determine the corresponding bitconditions (q;)?__5.

c.2 Generate partial lower differential paths by extending (g;){__5 forward up
to step t = 11. This is explained in Sections [3.6.1] -

c.3 Generate partial upper differential paths by extending the path specified
by Table backward from ¢ = 31 down to t = 16. This is explained in
Section B.6.5
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c.4 Try to connect all pairs of lower and upper differential paths over ¢ =
12,13,14,15 to generate as many full differential paths as possible given
the outcome of the two previous steps. This is explained in Section [3.6.6

3.6.1 Extending differential paths forward

In general, when constructing a differential path one must first fix the message
block differences dmy,...,dm15. In our particular case this is achieved by the
choice of 65, ; in step (b) of Algorithm Suppose we have a partial differential
path consisting of at least bitconditions ¢;_1 and q;_o and that the differences
6Q; and 6Q;_3 are known. In step c.2 of Algorithm we want to extend this
partial differential path forward with step ¢ resulting in the difference 6Q;41,
bitconditions g, and additional bitconditions q;—1, q:—2 (cf. Section .

We assume that all indirect bitconditions in ¢;—; and q;—o are forward and
involve only bits of Q;_1. If we already have q; as opposed to just the value §Q;
(e.g. qo resulting from given values IHV,IHV’), then we can skip Section
and continue at Section 3.6.3

3.6.2 Carry propagation

First we select bitconditions gq; based on the value §Q;. Since we want to con-
struct differential paths with as few bitconditions as possible, but also want to
be able to randomize the process, any low weight BSDR (such as the NAF) of
0@Q; may be chosen, which then translates into a possible choice for gq; as in
Table For instance, with 6Q; = 28, we may choose q;[8] =+, or q;[8] =‘-’
and q¢[9] =+’ (with in either case all other gq¢[i] =¢.”).

3.6.3 Boolean function

For some i, let (a,b,¢) = (q¢[i], q¢—1[i], qi—2[i]) be any triple of bitconditions
such that all indirect bitconditions involve only @[], Q:—1[i] or Q;_2]i]. For any
such triple (a,b,c) let Ugpe denote the set of tuples of values (z,2',y,y/,2,2') =

(Qu[1], Q3[1], Qe-1i], Q1 ], Qe—2[i], @4 _,i]) satisfying it:
Uave = {(z,2,y,y/, 2,2") € {0,1}° satisfies bitconditions (a,b,c)} .

The cardinality of U, indicates the amount of freedom left by (a, b, ¢). Triples
(a, b, ¢) for which Uy = () cannot be part of a valid differential path and are
thus of no interest. The set of all triples (a, b, ¢) as above and with Ug. # 0 is
denoted by F;.

Each (a,b,c) € F; induces a set Vi of possible boolean function differences

AR[i] = fo(@',y',2") = fiz,y, 2):
Vabc = {ft(x/vylaz,) - ft(x»yvz) | (xvx/7y7ylvzazl) S Uabc} - {_1707+1}

A triple (d,e, f) € Fy with [Vges| = 1 leaves no ambiguity in AFi[i] and is
therefore called a solution. Let S; C F; be the set of solutions.
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For arbitrary (a,b,c) € F, and for each g € Ve, we define Wy 4 as the
subset of S; consisting of all solutions that are compatible with (a, b, ¢) and that
have g as boolean function difference:

Wabc,g = {(dvevf) € St ‘ Udef C Uabc A Vdef = {g}} .

For each g € Vg there is always a triple (d, e, f) € Wapc,q consisting of direct
bitconditions 01+~ that suffices, i.e., fixes a certain tuple in Ugp.. This implies
that Wype,q # 0. Despite this fact, we are specifically interested in bitcondi-
tions (d, e, f) € Wape,g that maximize |Uges| as such bitconditions maximize the
amount of freedom in the bits of Q¢, Q¢—1, Qr—2 while fully determining AF;[i].

The direct and forward (resp. backward) boolean function bitconditions were
chosen such that for all ¢, ¢ and (a,b,c) € F; and for all g € V. there exists a
triple (d,e, f) € Wape,g consisting only of direct and forward (resp. backward)
bitconditions such that

{(mam/ay7y/) zazl) S Uabc | ft('r/aylvzl) - ft($7y,2’) = g} = Udef-

These boolean function bitconditions allow one to resolve an ambiguity in an
optimal way in the sense that they are sufficient and necessary.

If the triple (d,e, f) is not unique, then for simplicity we prefer direct over
indirect bitconditions and short indirect bitconditions (vy~!) over long indi-
rect ones (whqm#?). For given ¢, bitconditions (a,b,c), and g € Vg we define
FC(t,abe,g) = (d,e, f) as the preferred triple (d, e, f) consisting of direct and
forward bitconditions. Similarly, we define BC(t,abe, g) as the preferred triple
consisting of direct and backward bitconditions. These functions are easily de-
termined and should be precomputed. They have been tabulated in Appendix [B]
in Tables and [B-4] grouped according to the four different round
functions F), G, H, I, and per table for all 27 possible triples (a, b, ¢) of differential
bitconditions.

To determine the differences 6F; = Zfio 2¢g; we proceed as follows. For
i =0,1,2,...,31 we assume that we have valid bitconditions (a,b,c) = (q¢[i],
qt—1[t], q:—2[f]) where only ¢ may be indirect. If it is, it must involve Q;_1[é].
Therefore (a,b,c) € Fi. If |Vape| = 1, then there is no ambiguity and {g;} = Vape.
Otherwise, if |V,pe| > 1, then we choose g; arbitrarily from V. and we resolve
the ambiguity by replacing bitconditions (a, b, ¢) by FC(t,abc, g;). Once all g;
and thus 0 F; have been determined, 7} is determined as 0 F; 4+ 0Q;_3 + dW;.

Note that in the next step t+1 our assumptions hold again, since a is a direct
bitcondition and if b is indirect then it is forward and involves a. Bitconditions
a and b may be new compared to the previous step, namely if the triple (a, b, ¢)
was replaced by FC(t,abe, g;).

3.6.4 Bitwise rotation

The integer 6T} as just determined does not uniquely determine § R, = RL(T],n)—
RL(Ti,n), where n = RC} (cf. difference equations ) In this section we show
how to find the most likely d R; that corresponds to a given 673, i.e., the v for
which [{X € Z/2%?Z | v = RL(X + §T},n) — RL(X,n)}| is maximized
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Any BSDR (k31,- -, k32—n, k31—n, - - - , ko) of 6T} gives rise to a candidate d R;
given by the BSDR RL((IC,), Tl) = (k31—n7 ey ko, kgl, ey kgg_n). Two BSDRs
(ki) and (I;) of 0T} result in the same R, if

3l—n 3l1—n 31 31
22%: 22% and Z 2k = Z 21,
=0 i=0 1=32—n 1=32—n

This suggests the following approach. We define a partition as a pair («, 3) of
integers such that a + 3 = 6T; mod 232, |a| < 23277, |3| < 232 and 2327"|3. For
any partition (a, 8), values k; € {0,£1} for 0 < ¢ < 32 can be found such that

31—n 31
a= > 2%k and B= ) 2%k. (5)
1=0 1=32—n

With o + 8 = §T; mod 232 it follows that (k;) is a BSDR of 7. Conversely,
with (5)) any BSDR (k;) of 0T} defines a partition, which we denote (k;) = (a, 3).
The rotation of a partition («, 3) is defined as

RL((a, B),n) = (2" 4 2"7323 mod 23?).

If (k;) = (o, 8), this matches RL((k;), n). The latter, as seen above, is a candidate
dR;, and we find that different partitions give rise to different J R; candidates.
Thus, to find the most likely § R;, we define

P(a,p) = Pr[RL((a, 3),n) = RL(X + 6T}, n) — RL(X,n)]

where X ranges over the 32-bit words, and show how p(,, g) can be calculated.
Let x = 6T; mod 2327 and y = (§T; — x) mod 232 with 0 < x < 232" and
0 <y < 232. This gives rise to at most 4 partitions:

o (OL,/@) - (:an),

o (a,0) = (z,y — 2%), if y # 0;

o (a,) = (z — 232" y + 23277 mod 23?), if x #£ 0;

o (a,) = (z— 2327, (y + 2327 mod 23%) — 232) if 2 #£ 0 Ay + 23277 #£ 232,

Because these are all possible partitions, we find that §7; leads to at most 4
different possibilities for d R;. It remains to determine p(, g) for the above par-
titions. For each of the 4 possibilities this is done by counting the number of
32-bit words X such that the BSDR defined by k; = (X + 6T%)[i] — X [¢] satisfies
(ki) = (a, B). Considering the (32—n) low-order bits, the probability that a given
o satisfies o = Zfig" k; follows from the number r of Y’s with 0 < Y < 23277
such that 0 < a+Y < 232" if o < 0 then r = 232" 4+ ¢ and if & > 0
then r = 232" — o, Hence r = 2327" — |a| out of 237" Y’s. Now assuming
a = Zf’ian k;, there is no carry to the high-order bits and the same argument
can be used for 3/232~". Hence, we conclude

232—n _ |a‘ on _ |ﬁ|2n—32 232—n _ |a| 232 _ |ﬁ|
Pla.B) = To32—n on ~ T 932-n T 932
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Note that these probabilities, corresponding to the at most 4 partitions above,
indeed add up to 1.

We have shown that all §R; that are compatible with a given 67} can eas-
ily be determined, including the probabilities that they occur. In Algorithm
we choose a partition («, ) for which P(a,p) 18 maximal and take 0R; =
RL((c, B),n). A more straightforward approach (as previously used in practice)
would be to use 6 Ry = RL(NAF(§T}),n). This is in many cases the most likely
choice, and matches our desire to minimize the number of differences in §Q;
and therefore also in §7; and dR;. Given dR;, we finally determine 0Q;11 as
0Q: + O Ry.

3.6.5 Extending differential paths backward
Having dealt with the forward extension of step ¢.2 of Algorithm [3-1] in Sec-
tions [3.6.2} [3.6.3| and |3.6.4} we now consider the backward extension of step c.3
of Algorithm (cf. Section [3.6)). The backward construction follows the same
approach as the forward one. Our description relies on the notation introduced
in Section 3.6.3

Suppose we have a partial differential path consisting of at least bitcondi-
tions q; and q;—; and that the differences Q11 and dQ;_o are known. In step
c.3 of Algorithm we want to extend this partial differential path backward
with step ¢ resulting in the difference §Q;_3, bitconditions q;_2, and additional
bitconditions q;, q:—1. We assume that all indirect bitconditions in q; and q;—1
are backward and only involve bits of Q;_.

We choose a low weight BSDR (such as the NAF) of dQ;_2, which then
translates into a possible choice for ¢q;_ as in Table |3-3

As in the last two paragraphs of Section the differences 6 F; = Z?io 2ig;
are determined by assuming for i = 0,1,...,31 that we have valid bitconditions
(a,b,¢) = (q¢[i], qe—1[i], q¢—2[i]) where only a may be indirect. If it is, it must
involve Q;_1[i]. Therefore (a,b,c) € Fi. If |Vape| = 1, then there is no ambiguity
and {g;} = Vape. Otherwise, if [Vype| > 1, then we choose g; arbitrarily from V.
and we resolve the ambiguity by replacing bitconditions (a, b, ¢) by BC(t, abc, g;).

To rotate dR; = §Q¢+1 — Q¢ over n = 32 — RC} bits, we may follow the
framework as set forth in Section with the roles of 6 R; and 07} reversed:
choose a partition («, 3) (of d Ry as opposed to 07}) with maximal probability and
determine 67; = RL((«, 8),n). Finally, we determine dQ;_3 = 6Ty — 6 F; — W,
to extend our partial differential path backward with step ¢. Note that here
also (i.e., as in the last paragraph of Section in the next step t — 1 our
assumptions hold again, since c is a direct bitcondition and if b is indirect then
it is backward and involves ¢ (where b and ¢ are new if (a, b, c¢) was replaced by
BC(t,abc, g;)).

3.6.6 Constructing full differential paths
Construction of a full differential path can be done as follows. Assume that for
some d@)_3 and bitconditions q_o, q_1, qo the forward construction as described

in Sections [3.6.1], [3.6.2] [3.6.3] and has been carried out up to step t =
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11 (cf. step ¢.2 in Section . Furthermore, assume that for some Qg4 and
bitconditions ge3, qez, qe1 the backward construction as described in Section [3.6.5]
has been carried out down to step ¢t = 16 (cf. step ¢.3 in Section . For each
combination of forward and backward partial differential paths thus found, this
leads to bitconditions q_2,9-1,--.,911, 914,915, - - - , ge3 and differences Q) _3,
0Q12, 0Q13, 0Qe4-

It remains to try and glue together each of these combinations by finishing
steps t = 12,13,14, 15 (cf. step c.4 in Section until a full differential path is
found. First, as in the backward extension in Section for t =12,13,14,15
we set 6R; = 0Qt41 — 0@, choose the resulting d7; by left-rotating dR; over
n — RCt bitS, and determine (SFt = 5Tt — 5Wt — 5Qt—3-

Algorithm 3-2 Construction of ;1 from U;.

Suppose U; is given as {(6Q12, 6Q1s, 0F12, 0F13, 0F14, 0F15)} if i =0 orif ¢ > 0
constructed inductively based on U;—1 by means of this algorithm. For each tuple
(q1,92, f1, f2, f3, fa) € U; do the following:

Let Ui+1 = 0 and (a, b, e, f) = (qus[i], q14[d], q11[i], q10[i])

0
For each bitcondition d = q12[i] € { }_7}4_} g Zi E z (1) do

o

1.

2.

3 Let ¢§ =0, —1 or +1 depending on whether d = or ‘+’, respectively
4 For each different fi € {—f1[i], +f1[i]} N Vaes do

5. Let (d', ¢, f') = FC(12,def, f1)

{} ifali]=0

6 . . d

{-+}if li =1

7
8

£.7, =7 or ‘+°, respectively

For each bitcondition ¢ = q13[i] € {

Let g5 = 0, —1 or +1 depending on whether ¢ =
For each different f5 € {—fa[i], +f2[i]} N Vearer do

9. Let (c',d",e") = FC(13,cd'e, f3)

10. For each different f3 € {—f3[i], +f3[i]} N Vperarr do

11. Let (b, ¢",d") = FC(14,bc'd", 1)

12. For each different fi € {— fa[i], + fa[i]} N Vaprerr do

13. Let (a’,b",c"") = FC(15,ab'c”, f1)

14. If (g1 — 2°q1, g2 — 2°q5, f1 — 2' fi, fo — 2'f3, f5 — 2°f5, fa — 2 f1)

is not in Ui 1 yet, insert it in Ui

We aim to complete the differential path by finding new bitconditions g,
qi1, - - -, q15 that are compatible with the original bitconditions and that result
in the required 0Q12, Q13, 0 F12, 0F13, 6 F14, 0 F5.

An efficient way to find the missing bitconditions is to first test if they exist,
and if so to backtrack to actually construct them. For i = 0,1, ...,32 we attempt
to construct a set U; consisting of all tuples (q1, g2, f1, f2, f3, fa) of 32-bit integers
with ¢j = fr = 0mod 2* for j = 1,2 and k = 1,2,3,4 such that for all ¢ =
0,1,...,i — 1 there exist compatible bitconditions q10[¢],q11[],- - ., q15[¢] that
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determine AQ11+,[¢] and AFyq144[¢] below, and such that

i1
0Qui+; =g¢;+ Z2ZAQ11+j [, =12,

= (6)
OF 114 = fk+ZQZAF11+kV]]7 k=1,2,3,4.

=0

From these conditions it follows that Uy must be chosen as {(§Q12, 6Q13, 0F12,
0F3, 0F14, 6F15)}. For i = 1,2,...,32, we attempt to construct U; based on
U;—1 using Algorithm Because per j there are at most two ¢;’s and per %
there are at most two fi’s that can satisfy the above relations, we have that
;] < 25 for each i, 0 < i < 32. On the other hand, for each tuple in U; there
may in principle be many different compatible sets of bitconditions.

As soon as we encounter an ¢ for which U; = (), we know that the desired
bitconditions do not exist, and that we should try another combination of for-
ward and backward partial differential paths. If, however, we find Uss # () then
it must be the case that Us2 = {(0,0,0,0,0,0)}. Furthermore, in that case, every
set of bitconditions that leads to this non-empty Uss gives rise to a full differen-
tial path, since equations @ hold with ¢ = 32. Thus, if U3 # 0, there exists at
least one valid path ug, u1,...,uss with u; € U;. For each valid path, the desired
new bitconditions (qi5[i], q14[é], - - ., q10[¢]) are (a’,b”, ", d",€e", f'), which can
be found at step 13 of Algorithm

3.7 Collision finding

Collision finding is the process of finding an actual message block pair S j, S, j
that satisfies a given 65, ; and a differential path based on a given IHV,,4;_1,
IHV/, 4j—1, cf. step (d) of Algorithm The differential paths as originally
considered by Wang et al. [33] consisted of only 28 bitconditions. In that case,
collision finding can now be done in the equivalent of a mere 2248 expected MD5
compression function calls, for arbitrary IHV [27]. For chosen-prefix collisions,
however, the number of bitconditions is substantially larger, thereby complicat-
ing collision finding. For instance, in one of our earliest chosen-prefix collision
constructions the differential path has 71 bitconditions on Qsp up to Qgs.

3.7.1 Tunnels

To find collisions for these more difficult differential paths, we make extensive use
of so-called tunnels [I7]. A tunnel allows one to make small changes in a certain
first round @, in specific bits of @; that are determined by the full differential
path q_3,q_2,...,qes under consideration, while causing changes in the second
round only after some step [ that depends on the tunnel. However, each tunnel
implies that additional first-round bitconditions have to be taken into account
in the differential path, while leaving freedom of choice for some of the bits in
@: that may be changed. A tunnel’s strength is the number of independent bits
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that can be changed in this first round @;. Thus, a tunnel of strength k allows
us to generate 2% different message blocks that all satisfy the differential path
up to and including step [ in the second round.

Table 3-5. Collision finding tunnels for MD5.

lTunnel‘Change‘ Affected ‘ Extra bitconditions™® ‘
T Q4[b] ma..ms, mr7, Q21..Q64 Qs[b] =1,Qe[b] =1
1o Qs[b] ma4, Ms, M7, ms, Q21..Q64 Qs[b] =0
T3 | Qua[b] [miz..mis, me, Q3, ma..ms, Qo1..Qea|  Q15[b] = Q16[b], Qa[b] free’
T4 QE)[b] ms..m1o, M2, Q22..Q6a Qlo[b} = 1,Q11[b} =1
Ts | Quo[b] Mg, M10, M12, M13, Q22..Q64 Qub]=0
% Qg[b] mr7..mgy, Q12, miz2..Mis, Q23~-Q64 Ql()[b] = 1, RR(ng, 22) [b] freei
T | Qalb] ms, ma, mr, Qa4..Qsa Qs[b] = 0,Qs[b] =1
Ts Qo 0] ms, Mg, M12, Q25..Q64 Q1o[b] =0,Qu1[b] =1

* The extra bitconditions refer only to Q:[b] and not to Q;[b], so e.g. Qs[b] = 0 is met
by both qg¢[b] = ‘0" and qs[b] = ‘+’.

T Bitcondition q3[b] =‘.” and no other indirect bitconditions may involve Qs[b]. Set
Q3[b] = Q14[b] to avoid carries in Q3.
! Bitcondition qi2[b— 22 mod 32] =*.” and no other indirect bitconditions may involve

Q12[b — 22 mod 32]. Set Q12[b — 22 mod 32] = Qs[b] to avoid carries in Q12.

The tunnels used in our collision finding algorithm are shown in Table
For example, the first tunnel (77) allows changes in bits of Qy4, in such a way
that if Q4[b] is changed for some bit position b with 0 < b < 32, this causes
extra bitconditions @Q5[b] = 1 and Qg[b] = 1, which have to be incorporated
in the differential path. Furthermore, because tunnel 7; affects after the first
round only ()21 through Qg4 we have that [ = 20, and 77 can be used to change
message blocks mgs, m4, ms, and my. To determine the strength of a tunnel one
first needs to incorporate the tunnel’s extra bitconditions in the full differential
path, and then count the remaining amount of freedom in the first round Q;
that is changed by the tunnel. Given its dependence on the differential path, a
tunnel’s strength can thus not be tabulated.

The most effective tunnel is 7g. As indicated in the table, it affects after the
first round only Qas,...,Qss. Over these rounds, Wang’s original differential
paths have 20 bitconditions whereas the chosen-prefix collision differential paths
that we manage to construct have approximately 27 bitconditions. It follows
that, given enough tunnel strength, especially for 7; and 7g, collision finding
can be done efficiently.
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3.7.2 Algorithm

Algorithm 3-3 Collision finding algorithm.

Given a full differential path q_s, ..., qss consisting of only direct and backward bit-
conditions and the set 77, ..., 7g of tunnels from Table|3-5| perform the following steps:

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

. Determine for all tunnels for which bits b the extra bitconditions as shown in

Table [3-5| can be met. For each possible case, apply compatible bitconditions to
enforce the extra bitconditions and change the bitconditions q¢[b] of the changed
or affected @Q¢[b] in the first round from ‘.’ to ‘0.
Perform the steps below until a collision block has been found.
Select Q1,Q2,Q13, ..., Q16 such that q1,q2,q13,...,q16 hold.
Compute m1, Q17.
If q17 holds and the rotation for ¢t = 16 is successful, then proceed.
Store the set Z of all pairs (Q1,Q2) meeting g1, q2 that do not change m1 and
bits of @2 involved in gs.
For all Qs, ..., Q7 meeting qs,...,q7 do:
Compute mg, Q1s.
If q1s holds and the rotation for ¢ = 17 is successful, then proceed.
For all Qg, ey ng meeting qg8,...,0q12 do:
Compute mi1, Q19.
If q19 holds and the rotation for ¢ = 18 is successful, then proceed.
For all (Q1,Q2) in Z do:
Compute mo, Q20.
If g20 holds and the rotation for ¢ = 19 is successful, then proceed.
For all values of the bits of tunnels 77, 72, 73 do:
Set the bits to those values and compute ms, Q21.
If g21 holds and the rotation for ¢t = 20 is successful, then proceed.
For all values of the bits of tunnels 74, 75 do:
Set the bits to those values and compute maio, Q22.
If q22 holds and the rotation for ¢ = 21 is successful, then proceed.
For all values of the bits of tunnel 7 do:
Set the bits to those values and compute mis, Q23.
If g23 holds and the rotation for ¢ = 22 is successful, then proceed.
For all values of the bits of tunnel 77 do:
Set the bits to those values and compute mg4, Q24.
If g24 holds and the rotation for ¢t = 23 is successful, then proceed.
For all values of the bits of tunnel 7g do:
Set the bits to those values and compute mg, Q25.
If q25 holds and the rotation for ¢ = 24 is successful, then proceed.
Compute mo, ..., m1s5, Q26,...,Qes and Q1. .., Qgq.
If 60Q: = Q} — Q: agrees with q; for t = 61,62, 63,64, return M, M.

Computation of m; and @Q; is performed at t =i and ¢t =i — 1, respectively.
We assume that the rotations in the first round have probability very close to 1 to be
correct, and therefore do not verify them. This is further explained in Section |3.7.3
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In our construction we performed the collision finding using Algorithm [3-3]
The conditions on the differential path imposed by Algorithm [3-3] can easily be
met because, as mentioned in Section forward and backward bitconditions
in the differential path are interchangeable. Steps 10 through 15 of Algorithm [3-3]
are its most computationally intensive part, in particular for the toughest dif-
ferential paths in a chosen-prefix collision, so they should be optimized. Greater
tunnel strength significantly reduces the time spent there, because after step 15
all tunnels are used.

In practice, in step c.4 of Algorithm (cf. Section we keep only those
full differential paths for which tunnels 77, 75, 74 and 75 satisfy a certain lower
bound on their strength. Furthermore, of the full differential paths kept, we select
those with the best properties such as high tunnel strength and a low number
of bitconditions on Qs ..., Qs3-

3.7.3 Rotation bitconditions
As mentioned below Algorithm it is assumed there that all rotations in the
first round will be correct with probability very close to 1. In Algorithm [3-3
Q@1,...,Q16 are chosen in a non-sequential order and also changed at various
steps in the algorithm. Ensuring correct rotations in the first round would be
cumbersome and it would hardly avoid wasting time in a state where one or
more rotations in the first round would fail due to the various tunnels. However,
as shown in [26], if we use additional bitconditions g:[i] we can (almost) ensure
correct rotations in the first round, thereby (almost) eliminating both the effort
to verify rotations and the wasted computing time. This is explained below.

We use the notation introduced in Section Given 6T, and O0R; it is
easy to determine which partition (o, 3) satisfies RL((«, 3), RCt) = 0R;. The
probability that this correct rotation holds is not necessarily p(q,g) because it
may be assumed that bitconditions q; and g¢4+1 hold and these directly affect
R: = Q¢+1 — Q¢ and thus Ty = RR(R;, RC}). Hence, using bitconditions ¢; and
g:+1 we can try and increase the probability of a correct rotation in step ¢ to
(almost) 1 in the following way.

The other three partitions (of the four listed in Section correspond to
the incorrect rotations. Those partitions are of the form

(6, 8) = (o — 22327 F B+ 12327 4 \p,2%%), Xo, Are, € {—1,0,+1}
where either A\g # 0 or Arc, # 0. They result in incorrect <5/R\t of the form
SR, = RL((&, B), RCy) = 6Ry + X\o2° + Apc, 28

They are caused by a carry when adding 67; to T; that does or does not prop-
agate: from bit position 32 — RCy; — 1 to 32 — RC; for Ay # 0 and from bit
position 31 to 32 for Are, # 0. Since we chose the partition («, 5) with highest
probability, this usually means that we have to prevent instead of ensure those
propagations in order to decrease the probability that Ao # 0 or Arc, # 0.

To almost guarantee proper rotations in each step of Algorithm addi-
tional bitconditions can be determined by hand, as shown in [26]. It was seen that
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adding bitconditions on @, Q¢+1 around bit positions 31 — RC; + ¢ and lower
helps preventing A; # 0. This can be automated using a limited brute-force
search, separately handling the cases A\g # 0 and Arc, # 0.

Let i € {0, RC;}. Given bitconditions g, q¢+1, we estimate Pr[\; # 0|q¢, qe+1)
by sampling a small set of Q;, Qy41 satisfying q¢, qit1, e.g. of size 2'1, and de-
termining the fraction where A\; = NAF(&: — 0Ry)[¢] # 0 using

SR, = RL(RR(Qy1 — Qi, RC,) + 0Ty, RCY).

Using this approach, we estimate the probability that A\; = 0 by selecting a
small search bound B and exhaustively trying all combinations of additional
bitconditions on @Q[b], Q;+1[b] for b = 31— RC,+i—B,...,31— RC;+i. Finally, if
there are any bitconditions (q;,q;,;) for which Pr[\; # 0[q}, q;,] is negligible,
we select the pair (q;,q;,,) that leads to the smallest number of additional
bitconditions and for which Pr{\g = Arc, = 0|qi—1,4q;] and Pr{\g = Agc, =
0[q} 41, 9¢42] do not decrease significantly for step ¢ — 1 and ¢ + 1, respectively.

3.8 Implementation remarks

Our software to construct chosen-prefix collisions consists of five main compo-
nents that perform the following tasks:

1. the birthday search (with a special implementation for Sony’s PlayStation 3);

2. forward extension of a given set of partial lower differential paths by a given
step t, saving only the paths with the fewest bitconditions;

3. backward extension of a given set of partial upper differential paths by a
given step t, saving only the paths with the fewest bitconditions;

4. attempt to connect all combinations of given lower and upper differential
paths;

5. coordinate the four earlier tasks by preparing the required inputfiles, collect
the outputs, and search for near-collision blocks.

These tasks are carried out as described in the earlier sections. A few remarks are
in order. The first task is the most computationally expensive one and consists
mostly of simple applications of the MD5 compression function. It turns out that
the Cell processor, contained in the PlayStation 3 game console, can be made
to perform this task about 30 times faster than a regular 32-bit PC core. More
details on the peculiarities of the PlayStation 3 implementation are described in
Section

For the second and third task we exhaustively try all limited weight BSDRs
of §Qy, all possible §F;’s, and we use the highest-probability rotation. We keep
at most a preset number of paths with the lowest number of bitconditions that
have a preset minimum total strength over tunnels 77, 75, 74, and 75. Each of
the programs is designed to execute several separate but parallel threads.
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3.9 Complexity analysis

The overall complexity of the chosen-prefix collision attack depends on the pa-
rameters used for the birthday search and the construction of pairs of near-
collision blocks. This involves various trade-offs and is described in this section.

The birthday search complexity depends on the parameter w (defining the
family of differential paths), the upper bound on the number r of pairs of near-
collision blocks, the size 2641* of the search space, and the amount of available
memory M. For various parameter choices of r, k and w we have tabulated
the heuristically determined expected birthday search complexities and memory
requirements in Appendix |C| (in practice it is advisable to use a small factor
more memory than required to achieve Ceop < Ctp). Given r, w and M, the
optimal value for k£ and the resulting birthday complexity can thus easily be
looked up. When r is left free, one can balance the birthday complexity and the
complexity of constructing r pairs of near-collision blocks.

Each pair of near-collision blocks requires construction of a set of full dif-
ferential paths followed by the actual construction of the pair of near-collision
blocks. The complexity of the former construction depends on several parameter
choices, such as the size of the sets of lower and upper differential paths, and
the restraints used when selecting BSDRs for a §Q;. Naturally, a higher overall
quality of the resulting complete differential paths, i.e., a low number of over-
all bitconditions and a high total tunnel strength, generally results when more
effort is put into the construction. For practical purposes we have found param-
eters sufficient for almost all cases (as applicable to the chosen-prefix collision
attack) that have an average total complexity equivalent to roughly 23% MD5
compressions.

The complexity of the collision finding, i.e., the construction of a pair of near-
collision blocks, depends on the parameter w, the total tunnel strength and the
number of bitconditions in the last 2.5 rounds. For small w = 0, 1,2 and paths
based on Table the construction requires on average roughly the equivalent
of 23% MD5 compressions. Combined with the construction of the differential
paths, this leads to the rough overall estimate of about 2326 MD5 compressions
to find a single pair of near-collision blocks for a chosen-prefix collision attack.

With w = 2 and optimizing for overall complexity this leads to the optimal
parameter choices r = 9 and k£ = 0. For these choices, the birthday search
cost is about 237 MD5 compressions and constructing the r = 9 pairs of near-
collision blocks costs about 2388 MD5 compressions. The overall complexity is
thus estimated at roughly 2391 MD5 compressions, which takes about 35 hours
on a single PC-core. For this parameter choice the memory requirements for the
birthday search are very low, even negligible compared to the several hundreds
of MBs required for the construction of the differential paths.

With more specific demands, such as a small number r of near-collision blocks
possibly in combination with a relatively low M, the overall complexity will
increase. As an example, our rogue CA construction required at most r = 3
near-collision blocks, and using M = 5TB this results in an overall complexity
of about 24° MD5 compressions.
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In Table [3-6] we present a historical overview of the decline in complexity
of MD5 and SHA-1 collision finding. It clearly illustrates that attacks only get
better, not worse. Not reflected in the table is the fact that already in 1993 it
was known that there was serious trouble with MD5, based on collisions in its
compression function (cf. [2], [8]). We leave any speculation about the future of
SHA-1 cryptanalysis to the knowledgeable reader.

Table 3-6. Collision complexities — Historical overview.

MD5 SHA-1
year |identical-prefix|chosen-prefix|identical-prefix| chosen-prefix
pre-2004[ 2°7 (trivial) | 257 (trivial) |25 (trivial) 259 (trivial)
2004 2%° [30], [33]
2005 2%7 [16] 29 [32]
23 [31]
2006|2%2 [17], [26] |2*° [2§] 280=¢ [24]
2007| 2% [27] 242 [27] 261 20
2008 2% [34]
2009 2'¢ [29] 239 [29] 252 [19)]

Complexity is given as the number of calls to the relevant compression function. The
figures are optimized for speed, i.e., for collisions using any number of near-collision
blocks. For other collision lengths the complexities may differ.

3.10 Single-block chosen-prefix collision

Using a different approach it is even possible to construct a chosen-prefix collision
using only a single pair of near-collision blocks. Together with 84 birthday bits,
the chosen-prefix collision-causing appendages are only 84 4512 = 596 bits long.
This approach is based on an even richer family of differential paths that allows
elimination using a single pair of near-collision blocks of a set of dIHVs that
is bounded enough so that finding the near-collision blocks is still feasible, but
large enough that such a JIHV can be found efficiently by a birthday search.
Instead of using the family of differential paths based on émi; = +27, we use
the fastest known collision attack for MD5 and vary the last few steps to find a
large family of differential paths.

We first present a new collision attack for MD5 with complexity of approx-
imately 2'6 MD5 compressions improving upon the 22996 MD5 compressions
required in [34]. Our starting point is the partial differential path for MD5 given
in Table It is based on message differences dmy = 28, dmy = dmyy = 23!
and dmq; = 2'° which is very similar to those used by Wang et al. in [33] for the
first collision attack against MDb5. This partial differential path can be used for a
near-collision attack with complexity of approximately 2'4® MD5 compressions.

This leads in the usual fashion to an identical-prefix collision attack for MD5
that requires approximately 2'6 MD5 compressions, since one has to do it twice:
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first to add differences to THV and then to eliminate them again. It should be
noted that usually bitconditions are required on the IHV and IHV’ between the
tw